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DETAILED ACTION 

1. Claims 1-22 are pending. 

Response to Arguments 

Applicant's arguments, see page 5 of Remarks, with respect to the rejection of claims 1 and 12 
under the judicially created doctrine of double patenting have been fully considered and are 
persuasive. The double patenting rejections of claims 1 and 12 have been withdrawn. 

Applicant's further arguments have been fully considered but they are not persuasive. 

In reference to 35 US C § 102 arguments: 

Applicant has argued the following with regards to claim 1 . 

"Applicants respectfully submit that Pai fails to teach an isolated execution mode. At most Pai 
teaches a procedure which permits access to a genetic coding. Access that is denied to all other 
processes in the system. This procedure does not constitute a mode of operation as claimed. 
There is no notion of normal and isolated execution mode in which different software may 
execute depending on the security level desired. " 

The Examiner contends that Pai does indeed teach an isolated execution mode. In reference to 
claim 1, the Examiner has cited Pai (Column 3, lines 10-40). In particular, Pai clearly discloses 
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two different functional blocks of execution performing the tasks as follows: "The former is 
responsible for the interaction with software executed in processor 2 in order to control the 
displaying of the genetic code, and the latter is an actual hardware device that drives the genetic 
code to be displayed on the monitor" 

To further describe the functional differences of these two blocks of execution, the Examiner has 
also disclosed Pai (Column 2, lines 57-60), The genetic code stored cannot be changed or 
modified by other devices. Other invaders cannot employ procedures to access this code. The 
code is logically "isolated" as interpreted from definitions found from 
http: //www . dictionary, com 

i-so-lat-e 

tr.v. i-so-lat-ed, i-so-lat-ing, i-so-lates 

1 . To set apart or cut off from others. 

2. To place in quarantine. 

4. To render free of external influence; insulate. 

Source : The American Heritage® Dictionary of the English Language, Fourth Edition 
Copyright © 2000 by Houghton Mifflin Company. 
Published by Houghton Mifflin Company. All rights reserved. 

Applicants have also argued: 
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"There is no notion of normal and isolated execution mode in which different software may 
execute depending on the security level desired. " 

The Examiner contends that the phrase "execution mode depending on the security level desired" 
was not present in the claims. 

Applicants have further argued 

"the notion of an isolated area, an isolated output area and a non-isolated area in system 
memory as claimed in independent Claim 1 is absent from the reference. The Examiner 's 
characterization of the monitor as the isolated output area ignores the semantic meaning of the 
claim, which requires the system memory include the "isolated output area Since the system 
memory does not include the monitor, the Examiner 's application of Pai to claim 1 is in error. " 

The Examiner contends that the monitor is also isolated, and is an isolated output device in that it 
is set apart physically from the rest of the system. Additionally, the monitor does have the 
access to the memory in order to read and display the genetic code from the region of isolated 
execution. In this sense too, is the monitor the isolated output area. 

In reference to claim 12: 

Pai et al. discloses a method comprising: 

• Establishing an isolated execution environment having an isolated execution mode, 
where the isolated execution mode is the mode of execution wherein the genetic code is 
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contained on the memory and cannot be accessed by external processes. (Column 3, lines 
10-40) 

• Preventing access to output data by any requester not operating in an isolated mode, 
where the requestors not operating in the isolated mode are the external processors. 
(Column 2, lines 57-60) 

In reference to 35 USC § 103 arguments: 

Applicant has argued with reference to claim 18: 

"Moreover, as the Examiner acknowledges, Pai does not teach occluding the image prior to the 
platform transitioning out of an isolated execution mode. The Examiner } s assertion that this 
occlusion would be obvious is premised on hindsight, which is not supported by the reference, 
but rather can only be derived from Applicant 's own specification. " 

In particular, the limitation "occluding the image prior to a platform transitioning out of 
isolated execution mode." 

The Examiner contends that occlusion as readily understood has the following meanings as 
interpreted. 

0C'Clude( & -klW) 

V. oc clud ed, oc-cluding, oc cludes 

1 . To cause to become closed; obstruct. 
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2. To prevent the passage of. 
oc-clud ent adj. 

Source : The American Heritage® Stedman's Medical Dictionary 

Copyright © 2002, 2001, 1995 by Houghton Mifflin Company. Published by Houghton 

Mifflin Company. 

In regards to the "occluding of the image" as stated by Applicant in claim 13, the Examiner from 
understood definitions has interpreted the limitation as: 

"to cause to become closed, or to obstruct the image prior to a platform transitioning out of 
isolated execution mode." 

In this sense, a person reading the output will no longer be able to read the data on an output 
device because the image on that output device has some how closed, or its presentation to the 
user has been in some manner, obstructed. 

The Examiner takes official notice that such occlusion of a user exiting an isolated execution 
mode are well known in the art. ATM machines for example, occlude or close any windows 
containing data pertinent to the user's bank account prior to it fully transitioning out (before you 
are given a receipt of your balance) 

It would have been obvious to one of ordinary skill in the art the occlude the image prior to 
transitioning out of isolated execution mode, in order to preserve the security of the information 
being displayed. 
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Applicant's arguments in reference to claim 19, in regards to the "fatal flaw" of Examiner's 
application of Pai et al. have been addressed above in light of the responses to Applicant's 102 
arguments. 



Claim Rejections - 35 USC §102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1-17 are rejected under 35 USC 102(b) as being anticipated by Pai et al., US 
Patent 5,935,247. 

In reference to claim 1 : 

Pai et al discloses a platform comprising: 

• A processor executing in one of a normal execution mode and an isolated execution 
mode, where the processor executes the software for displaying critical data, but is 
isolated from the actual data both physically and logically. (Column 3, lines 10-40) 

• A system memory including an isolated area, an isolated output area, and a non-isolated 
area, where the system memory contains the genetic code, is isolated from access by the 
processor, and the output area is the monitor, as is isolated from both processor and 
software access. (Column 2, lines 57-60) 
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• An output device, where the output device may either be the video card or the monitor 
display. (Column 3, line 62- Column 4, line 1) 

In reference to claim 2: 

Pai et al. (Column 3, line 62- Column 4, line 1) discloses the platform of claim 1 wherein the 
output device is a graphics card, where the data is first given to the video card, which outputs the 
data to the monitor. 

In reference to claim 3: 

The platform of claim 2 further comprising: 

Pai et al. Figure 3 discloses a memory control hub (MCH) coupled between the system memory, 
and the processor and the graphics card, the memory control hub to permit the graphics card to 
access the isolated output area only when the graphics card is in isolated access mode, where the 
memory control hub is the Input synchronization mode registers and the switches, which controls 
and regulates the access to the isolated output area, the link between the memory and the control 
hub, and permits the graphics card to access that area only when the graphics card is in isolated 
mode. (Column 5, lines 20-50) 

In reference to claim 4: 

Pai et al. discloses the platform of claim 3 wherein the graphics card comprises: 

(Column 4, lines 44-48) & (Column 5, lines 45-50) A direct memory access (DMA) controller 

and wherein local storage of the data from the isolated output area is not permitted, where the 
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access of that stored data containing the genetic code is not permitted, and the DMA controller is 
understood to be there in order to be able to access the memory(display buffer) and its video card 
memory. 

In reference to claim 5: 

Pai et al. (Column 5, lines 5-50) discloses the platform of claim 3 wherein only the graphics card 
is permitted to read the isolated output area, where the graphics card reads the isolated output 
area by having the output area send the genetic code to the display buffer. 

In reference to claim 6: 

The platform of claim 1 further comprising: 

Pai et al. (Column 4, lines 49-57) An operating system (O/S) nub having a driver to write display 
data into the isolated output area when the processor is executing in isolated execution mode, 
where the driver writes the display data into the isolated output area, the monitor. 

In reference to claim 7: 

Pai et al. (Figure 2) The platform of claim 3 further comprising: 

A link between the graphics card and the MCH having an isolated transaction type, where the 
MCH is the Input mode synchronization registers and the hardware switches for controlling the 
isolated transactions, and the transactions it performs are isolated transactions. (Column 4, line 
49 - Column 50, line 50) 
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In reference to claim 8: 

(Column 4, lines 49-57) The platform of claim3 wherein the MCH only permits the O/S nub to 
write the isolated output area, where the OS nub which writes to the isolated output area is the 
software controlling the writing, or the video driver. 

In reference to claim 9: 

Pai et al. (Figure 3) The platform of claim 7 wherein the link is a secure accelerated graphics port 
bus, where the bus is the data line, inherently present connecting the video card with the MCH, 
where the line is secure since neither the processor nor the software can access the data, and 
where the bus is an accelerated graphics port since all video cards are graphics acceleration 
devices. 

In reference to claim 10: 

Pai et al. (Column 5, lines 40-50) discloses the platform of claim 2 wherein the graphics card 
comprises: 

An isolated bit, where the isolated bit plane is the video buffer under the isolated execution mode 
where the video buffer inherently constitutes a plane of bits. 

A non-isolated bit plane, where the non-isolated bit plane is the video buffer under the normal 
execution mode. 

In reference to claim 1 1 : 
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Pai et al. (Column 5, lines 40-50) discloses the platform of claim 10 wherein the graphics card 
denies all external access to the isolated bit plane, where all access to isolated bit plane is 
prevented. 

In reference to claim 12: 

Pai et al. discloses a method comprising: 

• Establishing an isolated execution environment having an isolated execution mode, 
where the isolated execution mode is the mode of execution wherein the genetic code is 
contained on the memory and cannot be accessed by external processes. (Column 3, lines 
10-40) 

• Preventing access to output data by any requester not operating in an isolated mode, 
where the requestors not operating in the isolated mode are the external processors. 
(Column 2, lines 57-60) 

Claim 13 is rejected for the same reasons as claim 1. 

In reference to claim 14: 

Pai et al.(Figure 1) (Column 4, line 49 - Column 5, line 50) discloses the method of claim 13 
further comprising: 

(Column 5, lines 2-35) Issuing an isolated direct memory access (DMA) request for display data 
in the isolated output area from a graphics card, where the isolated memory is isolated in that it 
cannot be read by any other devices and the display data is located in the display buffer of the 
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video card, and the isolated DMA request for display data from the graphics card is read until it 
is fully output to the monitor. 

Refreshing the display based on the display data, where the display buffer is the memory that is 
used to refresh monitor displays. 

In reference to claim 15: 

Pai et al. (Column 4, line 49 - Column 5, line 50) discloses the method of claim 13 wherein 
preventing comprises: 

• Identifying if an isolated attribute is present in a request for access to the isolated output 
area, where the isolated attribute is any one of the starting mechanisms that initiates the 
GDP, the value of the synchronization mode logic, or the value of the enable signal of the 
data switch device. 

• Denying the request if no isolated attribute is present(Column 5, lines 19-31), where the 
data is never transferred if the display mode synchronization logic or the EN signal isn't 
set. 

In reference to claim 16: 

Pai et al. (Column 5, lines 40-50) discloses the method of claim 13 further comprising: 

• Loading data from the isolated output area into a bit plane on a graphics card, where the 
bit plane is the display buffer, and the isolated output area can be the genetic code 
memory. (Figure 1) 
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• Denying all external access to the bit plane, where the access to the graphics buffer is 
denied to other components. 

In reference to claim 17: 

Pai et al. (Figure 1) discloses the method of claim 16 further comprising: 

• Defining a first window for display of an image corresponding to the bit plane, where the 
image displayed is displayed in a first window corresponding to the bit plane or the video 
buffer. 

• Occluding all windows but the first window, where all other windows in the display of 
figure 1 are occluded except the first window. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



5. Claims 18-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over Pai et al. 
In reference to claim 18: 

Pai et al. (Figure 1) discloses the method of claim 13 further comprising: 
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• Retrieving data from the isolated output area, where the data is retrieved from the genetic 
code memory. 

• Displaying an image corresponding to the data, where the image is displayed on a 
monitor. 

• Pai et al. fails to explicitly disclose 

• Occluding the image prior to a platform transitioning out of isolated execution mode. 

The Examiner takes official notice that such occlusion of a user exiting an isolated execution 
mode are well known in the art. ATM machines for example, occlude or close any windows 
containing data pertinent to the user's bank account prior to it fully transitioning out (before you 
are given a receipt of your balance) 

It would have been obvious to one of ordinary skill in the art the occlude the image prior to 
transitioning out of isolated execution mode, in order to preserve the security of the information 
being displayed. 

In reference to claim 19: 

Pai et al. discloses a platform comprising: 

• A processor executing in one of a normal execution mode and an isolated execution 
mode; (Column 3, lines 10-40) & (Column 2, lines 57-60) 

• A direct memory access (DMA) controller to issue requests for access to an isolated 
output area; (Column 4, lines 44-48) & (Column 5, lines 45-50) 
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• A first interface coupled to the DMA controller to forward requests to a memory control 
hub (MCH); (Column 5, lines 20-50) 
Pai et al. fails to disclose a second interface coupled to the DMA controller to supply output data 
to an output device. 

The examiner takes official notice that second interfaces coupled to a DMA controller to 
supply output data to additional output devices was well known at the time of invention. 
Examples include computers that have both a video card, and a sound card, or computers with 
more than one video card. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
disclose a second interface coupled to the DMA controller to supply output data to an output 
device, in order to allow more than one output. 

In reference to claim 20: 

Pai et al. discloses all of claim 20 except an interface using an AGP slot. 
The examiner takes official notice that AGP interfaces were well known to those of ordinary 
skill in the art at the time of invention. In fact, AGP slots were and still are the prevalent 
graphics interface port in computers. 

It would have been obvious to one of ordinary skill in the art at the time of invention to use an 
interface that was a secure AGP slot for the video card to be attached to, because they are the 
most widely used video card interface today, and would consequently be compatible with the 
video cards produced by other vendors in industry. 
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In reference to claim 2 1 : 

Pai et al. (Column 4, line 49 - Column 5, line 50) discloses the apparatus of claim 19 wherein the 
DMA controller attaches an isolated attribute to any isolated output area access request, where 
the memory request is made with the initialization of the GDP, the activation of switches, and is 
dependent on the current enable value of display mode synchronization logic signal. 

In reference to claim 22: 

Pai et al. fails to disclose the apparatus of claim 19 wherein the second interface is an audio 
interface. 

The examiner takes official notice that audio interfaces were well known to those of 
ordinary skill in the art at the time of invention. 

It would have been obvious to one of ordinary skill in the art at to time of invention to have an 
audio interface coupled to the DMA controller to supply output data to an output device, to allow 
audio data to be output, as opposed to simply video. 

Conclusion 

6. The following prior art is made of record, but not relied upon. 

• Distributed Systems, Concepts and Designs, Coulouris et al., 1994, 2 nd Edition, pgs 422- 
424 discloses a system of locks between distributed systems. These system of locks are 
well known in the art, and are sometimes called Mutex to denote of lock of mutual 
exclusion. When a processor has a lock engaged, both its memory and the processor may 
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be locked or isolated. This is particularly relevant in the field of distributed systems, but 
is also well known in operating systems between concurrent processes or threads. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas M Ho whose telephone number is (571)272-3835. The 
examiner can normally be reached on M-F from 8:30am - 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached at (571)272-3535. The fax phone numbers for the 
organization where this application or proceeding is assigned are (703)746-7239 for regular 
communications and (703)746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703)306-5484. 



TMH 

November 17 th 2004 



